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COURSE CONTENT 

CYBER SECURITY 

AWARENESS 

 

Is this course for you? 

This course is intended to provide awareness about the 

importance of cybersecurity and the tools and resources needed 

to stay safe online, also provide ways to increase resiliency in the 

event of a cyber incident. The programme has fifteen modules 

which have been developed by our highly regarded technical 

team. Each module varies in length between 30 minutes to 90 

minutes - but each can be tailored to suit individual or 

institutional needs. The flow of our online course uses 

asynchronous (not live/own time) learning activities. This course 

will have regular text discussions via the course discussion 

forums, as well as readings and course materials.  

Course Objectives Upon completion of this Course you should be able to:  

i. Define the concepts of insider threat, email 

vulnerabilities and phishing. 

ii. Discuss social networking and physical security.  

iii. Discuss ways of staying safe online and Protecting your 

personal computer 

iv. Explain the techniques and barriers to Data Security & 

Data Destruction  

v. Explain risk factors and Mobile Device Security 

 

Course Study Skills As an adult learner your approach to learning will be different to 

that from your school days: you will choose what you want to 

study, you will have professional and/or personal motivation for 

doing so and you will most likely be fitting your study activities 

around other professional or domestic responsibilities. 

Essentially you will be taking control of your learning 

environment. Therefore, you will need to consider performance 

issues related to time management, goal setting, stress 



management, etc. Perhaps you will also need to reacquaint 

yourself in areas such as essay planning, coping with assignments 

and using the web as a learning resource. 

Your most significant considerations will be time and space i.e. 

the time you dedicate to your learning and the environment in 

which you engage in that learning. 

We recommend that you take time now--before starting your 

self-study--to familiarize yourself with these issues. There are 

several resources on the web. A few suggested links are: 

http://www.how-to-study.com/ 

The "How to study” web site is dedicated to study skills 

resources. You will find links to study preparation (a list of nine 

essentials for a good study place), taking notes, strategies for 

reading text books, using reference sources, test anxiety. 

http://www.ucc.vt.edu/stdysk/stdyhlp.html 

This is the web site of the Virginia Tech, Division of Student 

Affairs. You will find links to time scheduling (including a "where 

does time go?” link), a study skill checklist, basic concentration 

techniques, control of the study environment, note taking, how 

to read essays for analysis, memory skills ("remembering”). 

http://www.howtostudy.org/resources.php 

Another "How to study” web site with useful links to time 

management, efficient reading, questioning/listening/observing 

skills, getting the most out of doing ("hands-on” learning), 

memory building, tips for staying motivated, developing a 

learning plan. 

http://www.how-to-study.com/
http://www.ucc.vt.edu/stdysk/stdyhlp.html
http://www.howtostudy.org/resources.php


Need Help? This course will be taught under KENET team of instructors. 

KENET office is in  University of Nairobi, 

Jomo Kenyatta Memorial Library, First Floor.  

ADDRESS: P.O. Box 30244-00100, Nairobi. 

MOBILE: 0732150500/7, 0703044000/7 

EMAIL: info@kenet.or.ke   

For technical support e.g. lost passwords, broken links etc. please 

contact tech-support via e-mail support@kenet.or.ke 

Assignments/Activities Assignments/Activities are provided at the end of each topic. 

Course Learning 

Requirements 

 

• Timely submission of the assignments 

• Active participation in chat forums and discussions 

Self-assessment Self-assessments are provided in order to aid your understanding 

of the topic and course content. While they may not be graded, 

you are strongly advised to attempt them whenever they are 

available in a topic. 

 

http://www.uonbi.ac.ke/
http://uonlibrary.uonbi.ac.ke/
mailto:info@kenet.or.ke
mailto:support@kenet.or.ke

